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USE CASE: Gaumont

Context and challenges

The business of the company is being reinvented with the arrival of new
technologies. This phenomenon increases the attack surface and
induces new risks for the group.

Various issues have been identified by the CIO. In particular, the
previous Antivirus software was no longer providing the expected level
of security, whether in terms of functionality, but also in terms of
detection, given the new attack vectors that concern us today.

Furthermore, Gaumont uses encryption keys to secure its works. These
encryption keys must be protected.

Solution : Nucleon Smart Endpoint

To address these issues, Gaumont has chosen Nucleon-Security EDR
Nucleon Smart Endpoint to ensure the security of workstations and
servers. The objective here is to ensure appropriate protection against
ransomware but also data leaks thanks to its system of security policies.

The Nucleon Smart Endpoint solution is now deployed worldwide
across all group subsidiaries, to ensure uniform and centralized security.
In addition, this approach makes it possible to provide global security
indicators and identify weak points across the entire perimeter.

Company Presentation

Combining production and
distribution activities and with one
of the most prestigious film
catalogs in the world, Gaumont is
today a major player in cinema. Its
history merges with that of the
7th art and its 125 years of
existence give it a unique status,
made up of real experience and a
constantly reinvented ability to

innovate.

Gaumont is an international group
headquartered in France, in
Neuilly sur Seine. The group's
activities are the production and
distribution of cinematographic
works, television films and TV

series.



Appropriate protection thanks to the
absorption of business uses and integrated
security policies

During deployment, the learning period allowed the solution to absorb
user usage, and thus create different security policies specific to the
customer's context. Thanks to this important step, we were able to
identify non-legitimate applications.

Maxime Vidal Madjar
DSI Gaumont

“"We chose the Nucleon Smart Endpoint EDR solution to replace our
Antivirus. We were convinced that this solution was in line with our
project to improve the level of security of Gaumont's information
system.

We particularly appreciate the technical support of the security
supervision team, both for their skills and their responsiveness ”

In addition, the Nucleon Smart Endpoint security policies provide
protection by default to limit access to Office documents only to Office
suite programs. But the objective of security policies is also to adapt to
the context of the client as well as to its different populations of users.
The learning phase made it possible to carry out this adaptation
automatically, but we also brought additional rules to the context of the
e Benefits
This example of adaptation to the business illustrates very well the
approach that we put forward to protect the assets of our clients,
whatever the sector of activity.

information assets

Today, the entire Gaumont infrastructure is protected by Nucleon Smart
Endpoint.

*  Threat Sector Monitoring

In addition to the solution implemented, Nucleon Security provides a
24/7 monitoring service to monitor security alerts and offer
recommendations specific to the company's context.

The common objective is always to continuously improve Gaumont's level
of security.
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*  Protection of specific

*  Global and unitary vision by


https://www.linkedin.com/company/nucleon-security/
https://twitter.com/NucleonSec
https://twitter.com/NucleonSec

